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THE NEW ACCESS RIGHT AND ITS IMPACT ON
LIBRARIES AND LIBRARY USERS
LauraN. Gasaway*
I. INTRODUCTION

The 1998 Digital Millennium Copyright Act' (DMCA) added to the exclusive
rights of copyright owners a right of access. There continues to be some debate
about whether the DMCA actually created a right of access, but it appears to me
that it has, whether directly or indirectly. The reality for libraries and library users
is that copyright owners can apply technological protection measures to their
works and, through the anti-circumvention provision of the DMCA, have the
means to control access. The DMCA ensured that the legal system would
support this right by making it illegal to circumvent a protection measure.
Whether this is truly a new right or whether it is inherent in the migration from
analog to digital works, the impact on libraries and the users of these works is the
same: digital works will not be freely available in libraries, and by controlling
access, copyright holders may also control use of the work.
In the past, the users of copyrighted works had a variety of means to obtain
access to these works and the information contained therein. A reader could
purchase a copy of the work, borrow it from someone who owned a copy, go to
a library and either use a copy of the work in the library or even check it out from
the library's collection and take the work home to use in private. As more and
more works are available in digital format, copyright owners are either licensing
access to the material or using technological protection measures to control access
to their works. Mary M. Case noted that "as the laws change to secure content
for publishers, there is a negative impact on those in the educational and research
communities where the creation, dissemination, and use of intellectual property
is expected and, in fact, forms the very core of learning and research."'2 Licensing
also raises serious issues for libraries, especially licenses that offer only "take it or
leave it terms" and permit little or no negotiation. However, licensing is generally
outside the scope of this Article.

*

Director of the Law Library & Professor of Law, University of North Carolina at Chapel Hill.
Digital Millennium Copyright Act, 17 U.S.C. § 1201 (a) (2000).

2 Mary M. Case, Promoting Open Access: Developing New Strategiesfor Managing Copynight and

IntedkualProperty,ARL Bimonthly Report, Feb. 2002, availabeat http://www.arl.org/newsltr/220/
access.html.
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An access right is defined as "[p]ermission for a subject to access a particular
object for a specific type of operation. An example of an access right is the
permission for a process to read a file but not write to it."' 3 It is also "the right to
control the manner in which members of the public apprehend the work.'"
Access controls could include control of the price the user pays to acquire access.
Additionally, access price could include the number of persons who may hear or
view the work, the number of computers on which the work may be used, how
long access to the work may be available, and similar restrictions.'
The right of access on behalf of copyright proprietors raises significant
concerns for libraries and their patrons in their efforts to access and use
copyrighted works. Libraries acquire copyrighted books and materials and have
traditionally made them available to library users. The first sale doctrine permits
libraries to lend their copies of copyrighted works to users without seeking
permission or paying fees to the copyright holder.6 Access controls have the
potential to disrupt traditional library service by converting access to materials to
a pay-for-use system regardless of the purpose of the user who is accessing the
work. Although libraries could fund access for all of its patrons, the reality of
library budgets makes this highly unlikely. Thus, individual library users are likely
to have to pay for their access or for various levels of access which will create a
world of information haves and have nots. Additionally, access controls could
eliminate the first sale doctrine, although it is arguable that the first sale doctrine
may be meaningless, in any event, in a pay-for-use world.
In the past, I have written about the values conflict between content providers
and librarians, and I have pointed out the difference in the use of certain
terminology by these groups to describe both copyright and basic library
operations.' When I began this Article, I knew that content producers and
libraries had different values regarding access to information, but I had no idea
that once again I would encounter a difference in basic terminology. For years,
librarians have championed the public's right of access to government informa-

3 American National Standards Institute, Telecom Glossary 2000, athttp://www.atis.org/tg2k/
_access-right.htnl.

Jane C. Ginsburg, Essay, From Having Copies to Experencing Works: the Development of anAccess

Rigt in U.S. Copyright Law, COLUMBIA LAW SCHOOL PUBLIC LAW & LEGAL THEORY WORKING
PAPER GROUP, Paper Number 8, 7 (2000), available at http://papers.ssm.com/sol3/papers.cfm2.
abstract.id=222493.
5 Id

17 U.S.C. § 109(a) (2000).
SeeJoshua H. Foley, Comment, Enterthe Librarj: Creating a DigitalleningRight, 16 CONN. J.
INT'LL. 369, 384 (2001).
6

8 See Laura N. Gasaway, Values Conflct in the DigitalEnvironment: LibrariansVersus Copynght
Holders, 24 COLUM.- V.L.A. J.L & ARTs 115 (2000).
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tion, not only in this country but around the world.9 For this reason, the term
"right of access" is problematic to me as a librarian. Others also find it
problematic for a variety of reasons."0 For this Article, the term "right of access"
or "access right" will refer to the right of the copyright holder to control access
and use of a work that is provided in section 1201 of the DMCA.
This Article first addresses the purpose of copyright law and its impact on
libraries. This section is followed by an analysis of whether there is a right of
access in European law. The third section examines the development of section
1201 in the United States followed by an analysis of section 1201 of the DMCA
and its exemptions. Finally, this Article addresses the impact of anti-circumvention on libraries and library users and concludes with a couple of their views of
the future.
In order to understand the import of section 1201, it is important to consider
the right of access more broadly and look at the European antecedents of the
right.
II. DEVELOPMENTOF THE RIGHT OF ACCESS
A. GENERAL BACKGROUND
The U.S. Constitution states that: "[t]he Congress shall have the Power... To
promote the Progress of Science and useful Arts, by securing for limited Times
to Authors and Inventors the exclusive Right to their respective Writings and
Discoveries."" In their work The Nature of Copyright,2 Ray Patterson and Stanley
Lindberg identify the policies embodied in this clause, namely the promotion of
learning, preservation of the public domain, and protection of the author.
Additionally, they believe that there is also an inherent fourth policy, an implied
right of access, by which authors agree to make their works available to the public
in exchange for the exclusive rights that copyright provides.1 3 Promotion of

' Se, e.g.,
PUBLIC ACCESS TO GOVERNMENT HELD INFORMATION, GUIDELINES FOR THE
DEVELOPMENT OF POLICIES AND PROCEDURES REGARDING USER BEHAVIOR AND LIBRARY
USAGE, avi/abk athttp://www.alaorg/alaorg/oif/usage.htrl (recommending guidelines for publicly
supported libraries in the U.S. based on constitutional principles); INTERNATIONAL FEDERATION
OF LIBRARYASSOCIATIONS,LIBRARIES AND INTELLECTUAL FREEDOM, availabk athttp://www.ifla.
org/faife/faife/presen.htm (recommending policies based on the United Nations universal
declaration of human rights).
10 See infra notes 16-19 and accompanying text.
" U.S. CONST. art. I, S 8 (2000).
12L. RAY PATTERSON & STANLEY W. LINDBERG, THE NATURE OF COPYRIGHT: A LAW OF
USERS' RIGHTS 47-52 (1991).
13 Id at 52-55.
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learning is dependent on the right of access principle identified by Patterson and
Lindberg. In the past, the various U.S. copyright acts furthered this principle by
conditioning the availability of copyright protection on publication. Patterson and
Lindberg believe that "[c]opyright entails the right of public access as a quid pro
quo for the benefits received by the copyright owner in the statutory grant of
monopoly rights." 4 Thus, a decade ago the "right of access" referred to the
public availability of the work protected by copyright, not the right to control,
restrict or prohibit access to a lawfully acquired copy.
Public access to published works is a traditional goal of copyright law. In the
past, printed publication provided sufficient copies of a work through libraries or
individually purchased copies to ensure this access. Further, everyone seemed to
understand that the social and cultural record contained in these works would
continue to be preserved, most often by libraries. This shared norm concerning
the availability of published works is now being challenged as more publishers and
producers are reluctant to permit public access to their works since their
economic interests could be harmed. Libraries recognize the potential for
economic harm to publishers but firmly believe that works should continue to be
available to researchers when their purposes are study and research, purposes that
clearly are in the public interest." The potential for a pay-for-use system to
control the availability of works is gaining ground, however, and information may
be made available only to persons who can pay for it, but, which, because of
technological protections, is not easily shared. 6
Some writers dispute whether either "right of access" or "access right" is even
a useful term. Traditionally, access means the way into a place, a limited and
closed space which has a way in.17 So, access must be used in this context as a
metaphor. Given the freedom of information context in which the right of access
is normally used, it seems to be a somewhat misleading term since here it means
the right to restrict public access.' In this context, right of access clearly means
the copyright holder's right to control access to a work. Thomas Heide stated

" Id at 69.
"5 NATIONALLIBRARYOFAUSTRALIA,

ELECTRONIC INFORMATION RESOURCES STRATEGIES

ACTION PLAN, 2002-2003, aailable at http://www.nla.gov.au/policy/electronic/resources
planindex.html (2002). Background information to this document is contained in NATIONAL
AND

LIBRARY OF AUSTRALIA, NATIONAL STRATEGY FOR PROVISION OF ACCESS TO AUSTRALIAN
ELECTRONIC PUBLICATIONS: A NATIONAL LIBRARY OF AUSTRALIA POSITION PAPER (1996),

awiaable at http://www.nla.gov.au/poicy/paep.html.
16 NATIONAL RESEARCH COUNCIL,THE DIGITAL DILEMMA: INTELLECTUAL PROPERTY IN THE
INFORMATION AGE

201-04 (2000), availabe at http://www.nap.edu/htmil/digitaLdilemma/.

" Thomas Hoeren, Accers Rigbt aia PorimodernSymbol ofCopyightDeconstruction?(2001), at http://
www.law.columbia.edu/conferences/2001/pres-hoeren.doc (citing LEARNER'S DICTIONARY OF
CURRENT ENGLISH
18

Id at 3.

(2d ed. 1948)).

https://digitalcommons.law.uga.edu/jipl/vol10/iss2/6

4

Gasaway: The New Access Right and Its Impact on Libraries and Library User
]NEWACCESS RIGHT

2003]

that "[a]s the ability to order, limit, instruct, or rule something or someone's
actions or behaviour is inherent to the definition of 'control', what is in issue with
the 'access-right' is not only the ability to grant or authorise initial access.., not
only for a general purpose but also for specific ones."' 9 Therefore, the right of
access likely includes the right to control use also. Thus, it is not the user's right
to obtain access to the material but the copyright owner's right to control access.2'
Whether it is called an "access right" as opposed to the "right of access" does not
seem to solve the terminology problem either. There simply is some confusion
over the meaning of the term, and it likely will continue for some time.
Digital Rights Management (DRM) is a form of access controls.
DRM
systems may be defined as systems that use software to provide licensing more
or less "on the fly" or "databases that streamline the complex relationships and
transactions among rights, works, and parties."'" More fundamentally, for the
users of copyrighted works, DRM provides a convenient way to obtain
permissions, and for rightsholders, it provides a way to control how a work may
be used and ensures payment for the use. 22 Some DRM systems do even more
and incorporate specifications for use of a digital work into the work itself using
technologies such as encryption.
On the other hand, DRM may be just another way to protect copyright.'
Users of copyrighted works interact with DRM systems when requesting copies
of works. Software may control access to the work, the royalty to be charged, the
user's billing and account information, and the process of actually sending the
copy to the user. The development of digital rights management systems
24
illustrates the power of technology and its ability to control behavior.
Technological controls also demonstrate how private individuals can override
statutory protections afforded the users of copyrighted works, such as fair use.
Digital rights management systems are one such technology which can control
behavior."
The right of access has it antecedents in the right of first publication, which
ensures that no one can publish an unpublished work without permission of the

'9Thomas Heide, Copyright in the EU and U.S.: What 'Access-Right'?, 48 J. COPYRIGHT
363, 365 (2001).

SOC'Y

20 Id
21 David D. Davis,Jr., What DitalRghtsManagementMeansToday,21 COMPUTERS IN LIBR.,June
2001, at 36, 37.

22 Id

23See Thomas Pack, DigitalRightsManagement: Can the Technology ProtideLong-Term Solutions?,24
ECONTENT,

May 2001, at 22, 24, 27.

24 See Davis, spranote 21.
2 See Dan L. Burk &Julie E. Cohen, FairUse InfrastructuaeforRightsManagementSystms,15 HARV.

J.L. & TECH. 41, 50-51 (2001).
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author. It is the author who should determine whether the work is to be
published at all and if so, to benefit from any income that the work may earn.
The right of first publication is a type of access control, since the copyright holder
may decide to prohibit access to the work by not publishing it and making it
publicly available. But the right of first publication is really only the right of first
access. 26 The seeds of an access right might also be found even before the
development of the Internet with RAM copying and the fact that a copy in RAM
constitutes making a copy. 7
Proof that an access right now exists in the United States may be found in that
at least one court has held that it does provide an access right. In Los Angeles
Times v. Free Republic,m a case that dealt with the reproduction and posting of the
full-text of newspaper articles on a website for comment by Internet users, the
court stated that copyright holders have the "right to control" access to their
copyrighted works.' The court did not cite section 1201 or any other section of
the Act to support this statement, however.
B. DEVELOPMENT OF THE RIGHT OF ACCESS IN EUROPE

Many people assume that the reason the United States has implemented a right
of access is because it either exists in the law of various European countries or
due to treaty obligations.3" Just as the U.S. statute does not specifically mention
a right of access, neither do various copyright treaties. Neither the World
Intellectual Property Organization (WIPO) Copyright Treaty (WCT)3 nor the
Berne Convention 32 announces a right of access. Both the WCT and the WIPO
Performances and Phonograms Treaty,33 however, do provide for the protection

See Hoeren, supra note 17, at 4.
See Ginsburg, supra note 4, at 7-8. There may even be roots of the right of access in the
Roman law of possession. See Hoeren, .rupranote 17, at 4-5.
28 2000 U.S. Dist LEXIS 5669 (C.D. Cal. Apr. 5, 2000).
2 Id at 67-68.
30 It should be noted that the European Copyright Directive was not passed until May 2001,
more than two years after the DMCA was enacted in the United States.
"' SeeWorld Intellectual Property Organization Copyright Treaty, Dec. 20,1996, art. 8,S. Treaty
Doc. No. 105-17 (1997), available athttp://www.wipo.org/eng/diplconf/distrib/94dc.htm (stating
that authors enjoy the exclusive right of making their work available to the public from a place and
time picked by the authors) [hereinafter WCT].
32 See Berne Convention for the Protection of Literary and Artistic Works (Paris Act 1971),July
24, 1971, S. Treaty Doc. No. 99-27 (1986), 943 U.N.T.S. 178, available at http://www.law.comel.
edu/treaties/beme/overview.htnl (announcing no right of access).
33 SeeWorld Intellectual Property Organization Performances and phonograms Treaty, Dec. 20,
1996, art. 8, S. Treaty Doc. No. 105-17 (1997), available at http://www.wipo.org/eng/diplconf/
distrib/95dc.htm (stating that performers have the exclusive right of authorizing the availability of
26
27
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of technological measures as long as those measures themselves do not interfere
with provisions in the national copyright law that provide exemptions for users.
The WCT also articulates the right of communication to the public
authors of literary and artistic works shall enjoy the exclusive right
of authorizing any communication to the public of their works, by
wire or wireless means, including the making available to the public
of their works in such a way that members of the public may access
these works from a place and at a time individually chosen by
them.34

This language appears to put the access choice in the hands of the public. It is
the copyright owner has the right to control how that access
likely, however, that 35
occurs.
public
the
to
The European Parliament passed several directives that attempt to balance the
rights of producers of copyrightable materials and the users of such materials in
the European Union (EU). The new technology has also created new and easily
copyable formats that drive the desire on the part of copyright holders to enact
a right of access. The four directives that currently relate to a right of access
include the Computer Program Directive, Database Directive, Conditional Access
Directive and Copyright Directive. None of these directives contain a specifically
identified right of access, but each contributes to the overall scheme of access
regulations in the EU.
The European Parliament and Council enacted the Computer Program
Directive (CPD) on May 14, 1991, to be implemented by all Member States by
January 1, 1993.36 CPD requires Member States to provide copyright protection
for computer programs. It grants the common exclusive rights of reproduction,
adaptation and distribution to the rightsholder." The directive reserves several
rights or exceptions for users of the computer programs, induding. error
correction, the making of a single back-up copy, examination of the program to
determine the operating principles and idea of the program 38 and decompilation
of the program in order to achieve interoperability with another program. 39 The
right of decompilation is sometimes referred to as an access right in Europe, but

their work to the public).
WCT, suipra note 31, art. 8.
s See Ginsburg, supra note 4, at 8.
Council Directive 91/250/EEC of 14 May 1991 on the Legal Protection of Computer
Programs, art. 10(1), 1991 O.J. (L 122) 42, 46 [hereinafter Computer Programs Directive].
11Id art. 4, at 44.
38 Id art. 5, at 44.
39 Id art. 6, at 45.
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it is a right on behalf of the public, not the copyright holder.4" Thus, the right
does not have the same meaning in which the term is used in this Article.4
Similarly, article 4(c) provides for the application of the first sale doctrine to
computer programs.4
The Database Directive (DD) was passed on March 11, 1996,43 to be
implemented by all Member States by January 1, 1998.4 The DD attempts to
harmonize database protection legislation, for electronic and non-electronic
databases, s throughout the Member States. This directive aims to provide an
incentive to database creators by protecting their financial and professional
investments in "slavish copying" of their databases. 46 It accomplishes this goal
by specifically providing databases with copyright protection,4 7 with the
corresponding rights of reproduction, distribution, adaptation and communication to the public, 48 as well as providing for a sui generis right. Specifically
exempted from database protection are CD compilations 49 and computer
programs used to build databases.5" Normal copyright laws, not the DD, cover
the underlying works that compose the content of the database."' The DD
applies only to Member States residents and residents of countries with reciprocal
agreements to recognize EU database protection in a substantially similar
52

manner.

o See Jon Bing, The New or Evomng "Access RiAbt", in ADJUNCTS AND ALTERNATIVES TO
COPYRIGHT, ALAI 2001 CONGRESS 288, 307 (2002), availabl at http://www.law.columbia.edu/

conferences/2001 /Reports/GenRep-idl

en.doc (last visited Feb. 6, 2003).

41 id

42 Computer Programs Directive, supra note 36, art. 4(c), at 44. The first sale doctrine refers to
the user's right, after lawful purchase, to distribute the original in whatever manner he or she so
chooses. Art. 4(c) amends this doctrine by disallowing rental and further copying of the program.
Iad

4' Directive 96/9/EC of the European Parliament and of the Council of 11 March 1996 on the
Legal Protection of Databases, O.J. (L 77) 20 [hereinafter Database Directive].
44 Id art. 16(1), at 27.
45 Id art. 14, at 27.
46 See David Mirchin, The European Database Directive Sets the Worldaide Agenda, 39 NFAIS
Newsletter, Jan. 1997, at 7-12, http://www.nfais.org/WhitePapersDetails.asp?PublicationlD= 16.
47 Database Directive, supranote 43, art. 3(1). Specifically, this article states, "[D]atabases which,
by reason of the selection or arrangement of their contents, constitute the author's own intellectual
creation shall be protected as such by copyright. No other criteria shall be applied to determine their
eligibility for that protection."
48 Id art. 5.
49 Id § (19).

-o Id art. 6(2)(a) & 1(3). Art. 1(3) § 23 specifically notes that computer programs used to build
databases are exempt because the Computer Program Directive protects the program separately
under copyright law.
sI Id art. 13.
s2 Database Directive, supranote 43, art. 11 (1).
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The European Parliament and Council passed the Conditional Access
Directive (CAD) on November 20, 1998.3 Implementation of CAD by all
Member States occurred no later than May 28, 2000." It harmonizes anticircumvention law for protected service providers whose service is limited by
conditional access. The services protected include television broadcasting, radio
55
broadcasting and "information society services."
The "manufacture, import, distribution, sale, rental . . . possession . . .
installation, maintenance.. replacement of... [or] use of commercial communications to promote" 6 "illicit devices" that bypass technological security measures
protecting service providers are prohibited for commercial gain, 7 where "illicit
device" means "any equipment or software designed or adapted to give access to
a protected service in an intelligible form without the authorisation of the service
provider."" CAD requires the element of actual or implied knowledge.59 CAD
does not protect against circumvention for noncommercial purposes, however.
Moreover, copyrightability is not a factor.
Partially conflicting with the prior restrictions on illicit devices is Article 3(2),
which restricts Member States from interfering with the "provision of protected
services, or associated services, which originate in another Member State" and the
"movement of conditional access devices."' With today's cross-border services,
it may be difficult to determine where a service originates. Also, conditional
access devices 6 may be hard to differentiate from illicit devices. For example,

53 Directive 98/84/EC of the European Parliament and of the Council of 20 November 1998
on the legal protection of services based on, or consisting of, conditional access. Council Directive
No. 1998/84 O.J. (L 320) 54 (1998) [hereinafter Conditional Access Directive].
s4 Id art 6(1).
55 Id art. 2(a). The definition for "information society services" refers to EU document
98/34/EC, which is a directive "laying down a procedure for the provision of information in the
field of technical standards and regulations." Id The specific section referred to, Art. 1(2), does not
mention "information society services," but rather provides the definition for "technical
specification." Id Jacques de Werra interprets "information society services" as "all kinds of on line
conditional access services (online brokerage, banking, healthcare, travel agency, distance learning,
etc.), . . . [as well as] intellectual property products (pay-TV; video-on-demand; electronic
publishing)." Jacques de Werra, The Legal System of TechnologicalProtectionMeaueres under the WIPO
Trates, the DigitalMilknnium Copyrnght Act, the European Directives and other NationalLaws 0apan,
Austraka), ADJUNCTS AND ALTERNATIVES TO COPYRIGHT, ALAI 2001 CONGRESS 198, 228-30
(2002).
56 Conditional Access Directive, supra note 53, art. 4(a), (b), (c).
17 Id § (13).
'8 Id art. 2(e).
59 Id. (22).
60 Id art. 3(2).
61 Conditional access device is defined as "any equipment or software designed or adapted to

give access to a protected service in an intelligible form." Conditional Access Directive, supra note
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much software includes an update feature so that authorized users may update
their software for a limited time. Also available online, however, are small
software programs, often referred to as "cracks," which may integrate into the
original software program to trick the authentication process into allowing illicit
access to protected services and materials. While the two programs are easily
identifiable individually, the integrated version may cause identification problems.
On May 21, 2001, the Copyright Directive (ECD) was passed.' 2 This directive
is designed to harmonize the member states' copyright and related rights laws, as
well as bring the European Union in line with the World Intellectual Property
Organization Copyright Treaties. The ECD is divided into two main parts:
Copyright and Anti-circumvention Measures. The ECD requires member states
to grant the traditional exclusive rights of reproduction and distribution to the
creator.6 ' Related to these traditional rights, the right of communication/making
available to the public of works and other subject matter via digital means is also
granted exclusively to creators.' Exceptions to these rights are arranged by the
specific right(s) and some relate specifically to libraries.
The reproduction right has one mandatory exception and five optional
exceptions." All Member States must allow for "temporary acts of reproduction.., which are transient or incidental [and] an integral and essential part
of a technological process."" In other words, temporary copies created in order
for a computer program to operate properly, such as copies produced in
computer RAM, must be provided with an exception.' The optional exceptions
on the reproduction right include paper or similar medium reproductions,
excluding sheet music, so long as fair compensation is provided to rightsholders;
reproduction on man-made mediums for noncommercial, private use, with fair
compensation to rightsholders; noncommercial reproductions by public libraries,
educational institutions, museums, or archives; official archives of individual

53, art. 2(c).
62 Directive 2001/29/EC of the European Parliament and of the Council of 22 May 2001 on
the harmonization of certain aspects of copyright and related rights in the information society.
Council Directive No. 2001/29, O.J. (L 167) 10 (2001) [hereinafter Copyright Directive].
6 Id art. 2 & 4.
64 Id art. 3.
6 Optional exceptions are adopted by individual Member States.
6 Id art. 5(1).
67 This prevents a rightsholder from claiming infringement every time an Internet browser, such
as Internet Explorer or Netscape Communicator, accesses the webpage that contains the
rightsholder's copyrighted work. This does not mean that temporary copies produced by such
methods are not considered copies or reproductions as traditionally defined; this only means that
such copies cannot be the basis for copyright infringement under this directive so long as they meet
the specific requirements of Article 5(1).
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broadcasters of their own works; and noncommercial reproductions of broadcasts
by social institutions, with fair compensation to rightsholders."
There are fifteen exceptions for the combined rights, and all are optional. An
emphasis on noncommercial usage and attribution to the author are common
themes,69 and many aspects of fair use are covered in these exceptions.
Exceptions cover topics such as teaching or scientific research, uses related to
benefiting people with a disability, news reporting, quotation for criticism or
review, caricatures and parody, religious or official celebrations, and research or
private study of non-purchasable or non-licensable works. There are also
distribution rights exceptions. Member States have the option of providing
exceptions similar to those available for the reproduction and communication to
the public rights under the DD.7 ° Additionally, there is one mandatory exception
that applies to the distribution right: the first sale doctrine.7
The anti-circumvention provision requires Member States to pass anticircumvention laws, similar to the United States' Digital Millennium Copyright
Act.72 Such legislation must encompass: the act of circumvention and the
"manufacture, import, distribution, sale, rental, advertisement for sale or rental,
or possession for commercial purposes of devices, products or components or
the provision of services" which have limited non-circumvention uses.73 These
provisions apply only to technological measures that prove effective.74
The ECD promotes the creation of voluntary measures by the rightsholders
and users.75 Member States must step in if voluntary agreements are not
forthcoming or in order to ensure that the specified beneficiaries or users have
access to the exceptions passed into law.76 Works "made available to the public
on agreed contractual terms in such a way that members of the public may access
them from a place and at a time individually chosen by them" are not protected
by these anti-circumvention provisions. n In other words, the anti-circumvention

Copyright Directive, supra note 62, art. 5(2)(a)-(e).
6 Further restrictions may apply to specific exceptions. The totality of the exception details are
beyond the scope of this Article.
70 Id art 5(4).

7"Id art. 4(2).
72 Id art. 6(1).

71Id art. 6(1) & (2).
7' Copyright Directive, supranote 62, art. 6(3). Effectiveness is defined as "where the use of a

protected work or other subject matter is controlled by the rights holders through application of an
access control or protection process, such as encryption, scrambling or other transformation of the
work or other subject-matter or a copy control mechanism, which achieves the protection objective."

Id
1s Id % (51)-(53) & 17-18, art. 6(4).
76
7

Id
Id art. 6(4).
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provisions do not cover works that contain a contractual license and are available
via the Internet or peer-to-peer networks.
There are two major problems with the ECD. First, a tension exists between
the ECD's proclaimed goal of harmonization of laws among the Member States
and the structure of the directive itself. The majority of exceptions in the ECD
are optional, so different exceptions will exist in different Member States, and
laws of Member States will not be truly harmonized. Individuals will still have to
examine individual Member States' laws to determine which exceptions apply in
which jurisdiction. The differences in laws may cause rightsholders to be wary of
releasing their works in certain jurisdictions and may promote users to select
certain jurisdictions to partake in usage of works due to differing exceptions.
Second, the use of anti-circumvention laws is severely limited due to restrictions
on the format of the usage (i.e., not applicable to works with contractual licenses
on public digital networks).7" One of the primary applications of copyrighted
materials today involves use of licensing via the Internet. Removing protection
from such materials may harm rightsholders; though many users, lawful and
unlawful, may find these provisions very satisfying.
The Copyright Directive specifically states that a balance must be struck
between rightsholders and users. 9 Thus, this directive, enacted after the DMCA,
contains language similar to section 1201's anti-circumvention provision.
C. DEVELOPMENT OF THE RIGHTOF ACCESS IN THE UNITED STATES

Congress has frequently acted to amend the statute when new technology
demanded a response in order to protect copyright proprietors, for example, by
adding sound recordings to the list of protected works in 1972' (a rather late
addition), by providing compulsory licenses for cable and satellite television for
the performance of music in the 1976 Copyright Act,"' and by providing for a
digital performance right for sound recordings in 1995 and 1998.82 With the
move from an analog world to a digital one, adding a right of access is consistent
with these earlier expansions of rights and protections for copyright holders. 3
The legal framework that section 1201 should provide copyright holders with
sufficient protection to make their works available over the Internet supports a
variety of e-commerce business models."s Access controls make it possible for
78

Id

,9 Id § (31).
80 Sound Recording Amendment, Pub. L. No. 92-140 (1971).

8117 U.S.C. % III & 119 (2000).
32 Id

§ 106(6).

83 Ginsburg, supra note 4, at 9.
8 J.T. Westermeier, FairUse vs. Anti-Circumvention Provisionsunder the DMCA,
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copyright proprietors to offer their products at a variety of prices based on the
level of use. Such controls also foster the development of new forms of
distribution and charging based on a user's level of consumption.85
Section 1201 of the DMCA contains three major provisions designed to
protect technological controls that copyright owners may use to restrict both
access and use of their works. Circumvention is defined in section 1201(a)(3)(A),
which provides that "to circumvent a technological measure means to descramble
a scrambled work, to decrypt an encrypted work, or otherwise to avoid, bypass,
remove, deactivate, or impair a technological measure, without the authority of
the copyright owner." 6 Subsection (a)(1) is referred to as the act of circumvention provision and (a)(2) as the business of trafficking in circumvention
technology subsection.
1. Section 1201 (a)(1)-"No person shall circumvent a technological measure
that effectively controls access to a work protected under this title.""7 This is the
subsection that prohibits the act of circumvention, i.e., the use of such devices to
circumvent access controls.
2. Section 1201(a)(2)-"No person shall manufacture, import, offer to the
public, provide, or otherwise traffic in any technology, product, service, device,
component, or part thereof, that..."
(A) is primarily designed or produced for the purpose of circumventing a technological measure that effectively controls access to
a work protected under this tide;
(B) has only limited commercially significant purpose or use other
than to circumvent a technological measure that effectively controls
access to a work protected under this tide; or
(C) is marketed by that person or another acting in concert with
that person with that person's knowledge for use in circumventing
a technological measure that
effectively controls access to a work
88
protected under this title.

ANNUAL INSTITUTE FOR INTELLECTUAL PROPERTY LAW, at 275, 277 (PLI Patents, Copyrights,

Trademarks & Literary Prop. Course, Handbook Series No. 671, 2001).
8s Ginsburg, s.pra note 4, at 10.

s6 17 U.S.C. § 1201(a)(3)(A) (2000).
7 17 U.S.C. § 1201(a)(1) (2000).
8 17 U.S.C. § 1201(a)( 2 ) (2000).
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This provision is often referred to as the trafficking provision, 9 but it also
prohibits the manufacture and importation of devices that are designed primarily
for the purpose of circumventing access controls. How much of a limitation
section 1201(a) (2) (B) provides, remains to be seen. In Sony v. UniversalStudios, °
the U.S. Supreme Court held that an infringing device which had substantial
noninfringing uses would not give rise to contributory infringement.91 In the few
anti-circumvention cases to date, however, it appears that no amount of
noninfringing use satisfies
this section as long as the device is being used to
92
circumvent controls.
3. Section 1201(b)(1)--"No person shall manufacture, import, offer to the
public, provide, or otherwise traffic in any technology, product, service, device,
component, or part thereof, that ... effectively protects a right of a copyright
owner under this tide in a work or a portion thereof." This subsection is similar
to (a)(2), but its language regarding rights of the copyright holder deals not with
access but with infringing use of the copyrighted work such as through
reproduction or distribution. This is the provision regarding use controls. Thus,
section 1201 prohibits circumvention of both access and use controls.
Subsection (a)(1) focuses on the use of devices that circumvent access controls
while (a)(2) deals with devices or services that may be used to circumvent access
controls. Generally, "[aiccess controls are given the greatest protection under the
'
DMCA's anti-circumvention provision."93
What constitutes effectively
controlling access to a work is defined as a measure that "in the ordinary course
of its operation, requires the application of information, or a process or a
treatment, with the authority of the copyright owner, to gain access to the
work." 94 It has not yet been determined whether an access control that fails to
work qualifies as "effectively controlling access to a work," and one certainly
could argue that it does not.
The language of the statute itself does not mention a right of access per se;
instead, in U.S. law, technological access controls are protected by the statute.
There is no right to control access absent the use of technological protection
measures implemented by the copyright holder to control access. So, an access
right must flow from this, 9" and indeed this appears to be the case.

17 U.S.C. § 1201(a) (2000).
90464 U.S. 417 (1984).
9' Id at 442.
92 See Universal City Studios, Inc. v. Reimerdes, 111 F. Supp. 2d 294, 321-24 (S.D.N.Y. 2000)
(holding that defendants failed to establish that anti-trafficking provision was overbroad on the
grounds that it prevented noninfringing fair use).
9' Westermeier, supra note 84, at 284.
91 17 U.S.C. § 1201(a)(3)(B) (2000).

9sBing, supra note 40, at 301.
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1. Rulemaking. As originally enacted, section 1201 contained a provision to
create liability for individual conduct in actually circumventing technological
controls, but the provision was not effective immediately as were the other
portions of the anti-circumvention statute. Instead, the Librarian of Congress
was charged to conduct a study two years after the effective date of the DMCA
(October 28, 1998). The Librarian was directed to consult with the Register of
Copyrights and the Assistant Secretary for Communications and Information of
the Department of Commerce in order to determine "whether persons who are
users of a copyrighted work are, or are likely to be in the succeeding 3-year period,
adversely affected by the prohibition .. .in their ability to make noninfringing
uses.., of a particular class of copyrighted works."96 The statute listed a number
of issues that were to be considered in the study such as the availability of
copyrighted works for use, the availability for use for nonprofit archival,
preservation and educational purposes, and the impact that circumvention
97
technologies would have on fair use and on the market value of such works.
The House Report that accompanied the Act envisioned that the list of exempted
classes of copyrighted works would be a "narrow and focused subset" of the
broad section 102(a) categories of protectable works of authorship. 9
The Register of Copyrights was assigned responsibility for the rulemaking and
to that end held two hearings, one in Washington, D.C. and one in Palo Alto,
California, in the spring of 2000 where representatives of library and educational
associations testified along with representatives of publisher and producer
organizations. The results of the rulemaking proved to be problematic for
libraries and consequently for their patrons.
The Copyright Office interpreted the statutory language that defined the scope
of its authority to conduct the rulemaking narrowly to focus only on current
adverse affect experienced by various groups because of publisher and producer
implementation and use of technological measures to control access.99 This
interpretation made it difficult for users of copyrighted works who testified in the
hearings because it required some proof of current harm. Although the statutory
language permitted focus on users of copyrighted works who were likely to be
adversely affected within the next three years, the Copyright Office chose another
interpretation, i.e., current adverse effects only. To some extent, the focus on
current affect of the harm caused by such controls meant that it would be too late

17 U.S.C. § 1201(a)(1)(c) (2000).
97Id

98 H.R. REP. No. 105-551, pt. 1 at 17 (1998).

99Exemption to Prohibition on Circumvention of Copyright Protection Systems for Access
Control Technologies, 65 Fed. Reg. 64,555-64,574 (Oct. 27, 2000) (to be codified at 37 C.F.R. pt.
201).
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from the users' perspective: the harm would have already been suffered. While
groups testifying were permitted to discuss likely adverse affect, the Office
apparently discounted this testimony in the actual rulemaking by its focus on
actual harm.
Because of the short time period between the enactment of the DMCA and
the hearings, and because so few publishers and producers had actually implemented technological controls, librarians and others were unable to present much
evidence of current harm. To date, the access controls that have actually been
used include passwords, encryption for certain types of works and date expiring
content. Although some difficulty with passwords and authentication, especially
for off-campus users, was reported, this was minor and is something that libraries
are able to negotiate with publishers since passwords apply primarily to licensed
products such as databases, full-text electronic journals, and the like. In the main,
encryption technology has been applied primarily to works for entertainment such
as motion pictures in DVD format. Works with date expiring content have
included both CD-ROM and online databases."° Certainly, publishers and
producers may implement other types of access controls in the future, and it is
difficult to assess the likely impact on libraries and educational institutions of
these access controls. Access controls are likely to focus on the individual rather
than the institutional user. Hopefully, publishers and producers will take into
account institutional uses of works in addition to uses of an individual in
designing and implementing access controls.
The rule announced by the Copyright Office details only two classes of works
that are exempted from the anti-circumvention prohibition: (1) "[c]ompilations
consisting of lists of websites blocked by filtering software applications; and (2)
[l]iterary works, including computer programs and databases, protected by access
control mechanisms that fail to permit access because of malfunction, damage or
obsoleteness."' 0° While there is nothing wrong with exempting these classes, the
exemptions are so narrow as to be almost meaningless. The first exemption
applies only to users who want to evaluate websites for purposes of criticizing
them, and access controls have an adverse affect on the ability to do this. The
purpose of the second exemption is to permit users, including libraries, to have
access to the works for which they have paid, but for which some malfunction
interferes with this use.

100

Hearingon Exemption to Prohibiion on Circumvention of CopyrightProtectionSystemsforAccess Control

TechnologiesBefore the U.S. Copyright Office, Libray of Congress (May 18, 2000) (audio statement of Laura
N. Gasaway, Am. Assoc. of Univs., Am. Council on Educ., and the Nat'l Assoc. of State Univs. and
Land-Grant Coils.), available at http://www.copyright.gov/1201/hearings/index.html#transcripts
[hereinafter Gasaway Testimony].
101 Exemption to Prohibition on Circumvention of Copyright Protection Systems for Access
Control Technologies, 65 FED. REG. at 64562.
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Both library and education associations testified that they did not believe that
it was possible to separate the class of work from the use that would be made of
those works.'0 2 Traditionally, in U.S. copyright law, there are broad exemptions
to the exclusive rights of the copyright holder for certain uses of copyrighted
works by nonprofit educational institutions and libraries. For these users,
separating the use to be made of a work from the class of work is impossible.
The higher education community suggested that two classes of works might
be. exempted for nonprofit educational and library use: fair use works and those
with thin copyrights. Fair use works were defined as those such as scientific and
social databases, textbooks, scholarly journals, academic monographs and
treatises, law reports and educational audiovisual works. Exempting these classes
should be tied to the user who is likely to make fair use of them. Further, these
works are the most likely to be used in teaching and learning. Thin copyright
works are defined as works such as scholarly scientific journals, databases, maps,
and newspapers. These works are valuable because of the information they
contain, and "information" is not protected under the copyright law. Additionally, the higher education associations supported the concern of libraries about
03
preservation of digital works."
Libraries sought a much broader exemption because of the recognition that
technological controls can and will not only control access to works but the use
of those works. This can destroy the first sale doctrine as well as fair use." 4
Libraries were also concerned about the preservation of digital information and
technological controls that might prevent libraries from fulfilling their roles as the
repository and preserver of information. These concerns prompted proposals
that the exemption should apply to works embodied in copies which have been
lawfully acquired by users who subsequently seek to make noninfringing uses
thereof."'
The narrowness of the resulting rule is of great concern to the library
community while copyright holders have stated that they did not believe even

102Heating on Exemption to Prohibitionon Circumvention of CopyrghtProtectionSystemsforAccesi Control

Technologies Before the U.S. Copyright Office, Library of Congress (May 2, 2000) (testimony of Sarah K.
Wiant, Am. Assoc. of LawLibraries),availableathttp://www.copyright.gov/1201/hearings/sarahwiant.pdf; Letter from John C. Vaughn, Executive Vice President, Higher Education Associations,
to David Carson, General Counsel, U.S. Copyright Office, Library of Congress (June 23, 2000),
avaiableathttp://www.copyright.gov/1201/post-hearing/vaughn.pdf [ereinafterWiantTestimony].
103 See Gasaway Testimony, supra note 100.
104 See Wiant Testimony, supra note 102.
"'o See Hearing on Exemption to Prohibition on Circumvention of Copyright Protetion Systems for Access
ControlTechnologies Before the U.S. Copyright Office, Library of Congress (May 2, 2000) (testimony of Peter
Jaszi on behalf of the Digital Future Coalition), available at http://www.copyright.gov/1201/
hearings/peter-jaszipdf.
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these two exemptions are needed.' Library associations expressed the fear that
pay-for-use now will become the norm with practically no controls, and this
eliminates fair use and the other exemptions to copyright which have long
protected the public and served the public interest. °7 The library and education
communities recognized that there are many problems with the existing anticircumvention statute, and perhaps it was unrealistic to hope that the Copyright
Office's rule making could undo some of the harm the community perceives will
be caused by publisher and producer activity. Others, such as the Digital Future
Coalition,' believe that the rule failed to satisfy the Congressional concern that
traditional fair use in the digital environment be preserved,"° a view supported in
this rule-making proceeding by the Assistant Secretary for Communications and
Information in the Department of Commerce."'
2. Exemptions to Section 1201. There are a number of important exemptions
contained in the anti-circumvention provision. These range from law enforcement to encryption research and even includes one for libraries. Some of the
exemptions are addressed below.
The library exemption applies to both nonprofit libraries and archives, which
gain access to commercially exploited works solely for the purpose of making a
good faith determination about whether or not to acquire the work. This will be
exempted if two conditions are met: (1) the library retains access only for a
reasonable time in order to make a decision about acquiring access and (2) the
access so acquired is not used for commercial advantage."' This exemption,
which applies only to anti-circumvention actions and not to the device prohibitions, has been referred to as the "shopping right" for libraries.' 2 During debates
106 Press

Release, American Association of Law Libraries (Oct. 27, 2000) (on file with author);

New DigitalCopyrrghtRmes BadforAmmcran Pubic,9 ALAWON: AMERICAN LIBRARY ASSOCIATION
WASHINGTON OFFICE NEWSLINE (Oct. 26, 2000), at http://www.ala.org/washoff/alawon/
alwn9085.html; Industry Most Cbeerin&LibrariesMostly Not in wake ofDigital Copyright Rgulations,5
BNA ELECTRONIC COMMERCE & LAW REPORT 1080, 1081 (2000).
o7Hearingon Exemption to Prohibitionon Circumventionof Copyright ProtectionSystemsfor Access Control
Technologies Before the U.S. Copyright Office, Library of Congress (May 2, 2000) (testimony of Betty
Landesman, President, D.C. Library Assoc.),availableathttp://www.copyright.gov/1201/hearings/
dcla.pdf.
...
The DFC consists of 38 national organizations representing libraries and education
associations, computer and telecommunications businesses, archivists, authors and scientists. See
http://www.dfc.org/dfcl /Learning-Center/members.html.
109 Press Release, Digital Future Coalition, Digital Future Coalition Calls for Recalibration of
DMCA in Light of New Rulemaking (Oct. 26, 2000) (on file with author).
110 Letter from Assistant Secretary of Commerce for Communications and Information,
conveying the views of the National Telecommunications and Information Administration (Sept.
29, 2000), at http://www.copyright.gov/1201/commerce.pdf.
"' 17 U.S.C. § 1201(d) (2000).
112Jane C. Ginsburg, CoyightLgslationforthe'TigitalMilknnium",23 COLUM.-VLAJ.L. & ARTS
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and hearings, librarians cited the inability to examine works which had technological protections attached to them, even for the purpose of determining whether to
purchase the work, as a reason not to enact section 1201.13 Congress sought to
ameliorate this concern with this exemption. In reality, this exemption is
practically useless to libraries and nonprofit educational institutions since
publishers and producers virtually always give such institutions access under
restrictive conditions so that the library can actually use the product in order to
make a determination about whether or not to acquire the work. These
conditions might include restrictions on who can use the product during the test
period, the length of the time it is available, etc. With this access, it makes little
sense for a library to consider circumventing technological protections to obtain
the same access that it could get without the threat of prosecution.
Another exemption is for law enforcement. This exemption covers various
law enforcement activities including intelligence and other government activities
relating to law enforcement and applies to either the use of circumvention devices
or manufacturing, trafficking, etc. It also applies to government contractors
11 4
engaged in law enforcement activities under the contract.
There is also an exemption for reverse engineering for interoperability, but it
is limited to the "sole purpose of identifying and analyzing those elements of the
program that are necessary to achieve interoperability of an independently created
computer program with other programs.' 1.. This language is derived from Article
6 of the European Union Software Directive. The reverse engineering exemption
is not intended to permit defeating access controls in order to make infringing
copies of works; in other words, such decompilation must
be permitted under the
6
Copyright Act in order for this exemption to apply."
The exemption for encryption research is restricted to research that may be
characterized as good faith or legitimate encryption research. For purposes of the
statute, encryption research is defined as the activity "necessary to identify and
analyze flaws and vulnerabilities of encryption technologies applied to copyrighted
works.""1 The activities must be aimed at advancing the knowledge in the field
or to assist in the development of encryption products. It also requires that the
person engaging in such research have lawfully obtained a copy of the encrypted

137, 148 (1999).
113

Conversation with John Vaughn, Executive Vice President, Association of American

Universities (May 18, 2000).
114 17 U.S.C. § 1201(e) (2000).
115

Id. § 1201(0.

See Westermeier, supra note 84, at 292.
"' 17 U.S.C. § 1201(g) (2000).
116
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work and that he or she tries to get authorization prior to engaging in the
circumvention."
There is also a fair use exemption to the anti-circumvention provision, but
there are serious questions about its viability. This is a huge concern for libraries
and other members of the user community. Fair use has been embodied in the
statute since passage of the 1976 Act,11 9 and section 1201 states that other rights
are not affected: "[n]othing in this section shall affect tights, remedies, limitations, or defenses to copyright infringement, including fair use...," Despite
this statement, how does one exercise fair use without having first acquired
access? What if the access control also contains a restriction that prevents
criticism of the work? Or no quoting from or reproduction of the work? Or no
comparison with other similar works? These clearly are fair uses and are a use
control but may be coupled with access control.
Moreover, the statute appears to set out circumvention as a cause of action
that is separate from copyright infringement.' 2' Jane Ginsburg stated that
"[c]ircumventing a technological protection measure for the purpose of exercising
fair use rights is punished as a crime under section 1201(a)(1)."''
At least one
court has said that there is no fair use of access; instead, the fair use defense
applies only when the access is authorized." Presumably, one could exercise fair
use after obtaining lawful access if the technological protection permits repeated
access and does not embody use controls that would restrict reproduction or
other actions that would be fair use under a traditional fair use analysis. Jacques
De Werra has said that "[wihere access is undertaken for purposes of engaging in
other uses-reading, for instance-it remains outside the scope of the copyright
owner's power to control access."' 4 And yet, this is precisely what the statute
permits. Even though the DMCA distinguishes between access controls and use
controls, and fair use applies only to use,' 25 a single product might control both." 6
3. Remedies. The anti-circumvention provision has both civil and criminal
remedies, but they are not the same remedies contained in the rest of the

118 Id

"9

Id § 107.

120

Id

1201(c)(1).

121 Ginsburg,
122 Rick

supranote 4, at 14.
Boucher, The Future of Intelkctual Propety in the Information Age, in COPY FIGHTS: THE

FUTURE OF INTELLECTUAL PROPERTY IN THE INFORMATION AGE 95,98 (Adam Thierer & Wayne

Crews eds., 2002).
123 In Reimerds,Judge Kaplan took the position that the right of fair use exists but not the right
of fair access. See Universal City Studies, Inc. v. Reimerdes, 111 F. Supp. 2d 294, 323.
124Heide, supranote 19, at 367.
125 de Werra, supra note 55, at 212.
126 See RealNetworks, Inc. v. Streambox, Inc., 2000 U.S. Dist. LEXIS 1889 (W.D. Wash. 2000)
(in which RealNetworks technology permitted streaming (access) but prohibited copying).
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Copyright Act. These remedies include both temporary and permanent
injunctions, impoundment of any devices or products, actual, statutory and treble
damages. The statutory damages are unique for circumvention. For each
violation, statutory damages may range from $200-$2500 per act of circumvention
or per device, product or component, as the court considers just.1 27 The Act also
provides for reduction of damages if the violation was innocent; damages may be
remitted if the nonprofit library, archives, educational institution or public
broadcasting entity is not aware that its acts constituted a violation." 8 The anticircumvention provision also provides criminal penalties that include fines and
imprisonment when the violator does so for purposes of commercial advantage
or private financial gain. Such an individual may be fined up to $500,000 and
imprisoned for no more than five years, or both for the first offense. For
subsequent offenses, the fine can reach $1 million and imprisonment of not more
than ten years.'" The criminal penalties do not apply to nonprofit libraries,
archives, educational institutions or public broadcasting entities.130 For the
criminal remedies, the statute of limitation is five years as opposed to the usual
three.131

In the first test of the criminal provisions of the DMCA, the jury acquitted the
defendant. In UnitedStates v. ElcomSoft,132 a Russian software company faced four
charges of criminal copyright infringement under the anti-circumvention
provisions. An employee of the company, Dimitry Sklyarov, was arrested in July
2001 at the Defcon hackers conference in Las Vegas when he spoke about the
company's software that would defeat the Adobe eBook Reader. The software
was posted on the company's website, but it was removed when ElmcomSoft
learned about Adobe's concern. The jury foreman stated that the jurors believed
the software posted was illegal but that the company had no intent to violate the
law. This represents a serious setback for proponents of the anti-circumvention
provision. 3 3 It is unclear what this means for future criminal prosecutions
because the issue was willfulness on the part of the defendant. Many scholars
closely watched this case since it was the first major case under the criminal

127

17 U.S.C. § 1203 (2000).

128 Iu

Id § 1204(a).
§ 1204(b).
131 Id § 1204(c).
129

130 Id

132 Decision handed down on December 17, 2002 (Earlier motion to dismiss denied, 203 F.
Supp. 2d 1111 (N.D.Cal. 2002)).
133 See Lisa M. Bowman, EkorSoft Venct: Not GmIy, c/netNews.com, Dec. 17,2002, athttp://

news.com.com/2102-1023-978176.html.
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provisions of the statute. Further, Sklyarov testified that he created the software
as a part of his dissertation."3
III. GENERAL CRITIQUE OF SECTION 1201
There are a number of critiques of technological protections and the fact that
they are re-ordering the nature of the relationship between the government's grant
of copyright to authors and publishers and the control of protected works
through private action. 3 When the integrity of content control is backed by the
government's enforcement powers, "the legal enforcement of rights also shifts its
focus from penalties for unauthorized infringement to penalties for access
unauthorized by the rightsholder."' 36 This is a very different proposition. Does
it benefit society to allow each rightsholder to define what constitutes permissible
access and use of his or her work?
It also appears that there was scant attention paid to public policy and the
impact on society when the DMCA was enacted. Copyright holders, especially
those in the entertainment industry, carried the day. The resulting legislation is
described by Professors Dan Burk and Julie Cohen who use the analogy of
fencing public rights of way. If the real property analogy is carried out, then the
public's rights of access should trump the private right to fence the property.
This analogy tracks the 19th century fencing of private land, using what was new
technology at the time-barbed wire. The use of barbed wire caused range wars,
which resulted in new laws that penalized the cutting of legitimate fences which
enclosed private property and the unauthorized fencing of public lands.1 37 Burk
and Cohen carry the analogy further: the provisions of section 1201 should be
considered responses to the threat of fence cutting. In other words, the use of
technological controls to block access to public domain content embodied in a
copyrighted work or to block fair uses of such content is the equivalent of
unlawful fencing off of public land without concomitant guarantees that the
public may continue to enjoy the easement or rights of way to content that
copyright holders really have no right to lock up. 3

134 See Lisa M. Bowman, Testimony Ends in Adobe Hacking Trial, c/netNews.com, Dec. 10, 2002,
at http://news.com.com/2102-1023-9 7 6821.html.
13s See Orin S. Kerr, A Lukwarm Defense of the
DgitalMilknnium CopyrightAt, in COPY FIGHTS:

THE FUTURE OF INTELLECTUAL PROPERTY IN THE INFORMATION AGE 163, 167 (Adam Thierer

& Clyde Wayne Crews, Jr. eds., 2002).
13 Burk & Cohen, supra note 25, at 51.
13 Id at 53 (citing ERNEST STAPLES OSGOOD, THE DAY OF THE CATTLEMAN 191-95 (1929));

see also ScoTr S. SMITH, The Wlits that Won the Vest, AM.

HERITAGE INVENTION & TECH, Fall 1998,

at 34, 38-40.
138Id at 53-54.
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One writer describes the goal of the DMCA as stopping individuals from
breaching their contracts with the publishers and producers of copyrighted works
through technological protections. This approach "tries to define a category of
bad tools that are associated with allegedly harmful activity... and tries to go
after the tools that facilitate the activity, rather than just the harmful activity."3 9
The statute prefers some technologies over others and may prove impossible
because it "requires the law to draw a line between innocent tools and other tools
that are harmful simply because they are used to facilitate harmful activity."' 4
Most tools have some legitimate noninfringing use, which under Sonywould mean
that the technology or tool would be noninfringing."' It appears, however, that
substantial noninfringing use is not sufficient to excuse some of the tools of
circumvention when they have actually been used to circumvent technological
protections implemented by a copyright holder.
Another general concern is what happens when a work to which technological
controls have been applied is comprised to a large extent of public domain
materials. Clearly, the rightsholder in such work does not have a copyright on the
public domain material; nonetheless, that content is "locked up," and
unprotectable material is also restricted from access. How much of the material
has to be protected before it is "protected under this title?"'42 Likely, as long as
the entire compilation meets the requirements for copyright so that originality is
found in the arrangement, selection of material, etc., it will qualify for copyright
and therefore be a work "protected under this title." An additional question
which has public policy implications is whether it should make a difference if such
work is a work primarily intended for entertainment as opposed to a scholarly or
research work.
One of the benefits of the web is that it may remove the need for a middleman
such as producers and publishers. If writers and artists can make their works
43
available directly on the web, there is little need for a traditional publisher.
Moreover, many believe that "information wants to be free" since the majority of
the public fails to respect copyright law and instead ignores it.'" But it is the

139

Kerr, supra note 135, at 167.
at 167-68.

140 Id

"' See Sony, 464 U.S. at 442.
142 Ginsburg, sapra note 4, at 12.
1 F. Gregory Lastowka, FreeAccess andthe Futurwe ofCopyright,27 RUTGERS COMPUTER & TECH.

L.J. 293, 304 (2001).
144 The phrase is often attributed to Stewart Brand who said at a 1984 hacker's conference, "on
the one hand, information wants to be expensive, because it is so valuable. The right information
in the right place just changes your life. On the other hand, information wants to be free, because
the cause of getting it out is getting lower and lower all the time." The statement was printed in a
report/transcript from the conference in the WHOLE EARTH REV., May 1985 at 49. It quickly
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middlemen who have lobbied Congress to "lock up" digital
content, and under
1 45
the DMCA, Congress chose to ban the tools of copying.
If all copyright holders are so concerned about unrestrained distribution of
their works, one might wonder why so much free content is available on the web.
Clearly, the economic models which show that creators will create their works
only if they are compensated is not absolutely true. Perhaps it is because of the
origins of the Internet which was based on norms of sharing academic and
scientific information. In academia and nonprofit scientific research, the reward
is not remuneration but instead is reputational 46 Other content on the Internet
not based on these norms, however, originally was made available on a subscription model; now it has become free. Examples include the New York Times and
the Wall Street Journal.141 The amount of free material available on the web is
astronomical and ranges from electronic books to art photographs and from new
music to performance art. As organizations such as museums make their slide
collections freely available online, the quality of the images that are currently
available for free will increase. Additionally, more than 100,000 musicians have
decided to provide free access to their songs using MP3.com, 148 and the number
is increasing. Much of the content is provided by public institutions such as
colleges and universities and their faculties, but also by government agencies. A
great deal of this free material on the web, however, has been put there by
49
individuals.
Section 1201 does not even consider free content. 5 0 Under the 1909
Copyright Act, it was easy to put something into the public domain; one simply
published the work without meeting one of the statutory formalities, such as
notice of copyright. Today, it is much more difficult and probably requires some
affirmative act, if it can be done at all. 1s The anti-circumvention provision
assumes that the copyright holder will control access and is motivated only by
economic concerns.

became a mainstay of the "Hacker Ethics." Seehttp://www.it.rit.edu/-spg/ICSA41 1/GroupProj/
Encrypt/slides/tsldOlO.htm.
145 Lastowka, supranote 143, at 306-07.
'46
',7

Id at 314-15.

Id at 313. What remains to be seen is whether over time, some of the free access sites which
currently make their money through accepting advertising, etc., eventually convert their free access
to a pay-for-view system.
141 Id at 319.
149Id at 320.
"0 Id at 321.
1S One of the goals of the Creative Commons is to help copyright owners put their works in the

public domain by making it dear what this requires or to put it into a shared resource much like the
Nature Conservancy. See http://www.creativecommons.org.
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Further, not all circumvention will be done for nefarious purposes.
Congressman Rick Boucher has stated that he believes that section 1201(a) should
be amended so that it is restricted to instances where the purpose of the
circumvention is to infringe copyright. This would mean that other circumvention activity would not trigger the criminal penalties of the Act whether for fair
52
use or other "benign" purposes.1
IV. IMPACT ON LIBRARIES AND LIBRARY USERS

What is it that libraries want? Libraries want to serve the needs of their users.
They want to ensure that users have the same rights to use digital documents as
they currently have to use analog documents. Patrons should have the right to
read anonymously, to browse electronic documents, to place a hold on desired
publications in use by someone else, and to check out (use) materials for a
reasonable period of time. Additionally, they should have the right to make fair
use copies of excerpts or entire works "at their discretion, guided by the dictates
of their consciences."'1'5 The idea of sharing copyrighted works both through
libraries and users in their homes is embedded in the national culture. Because
of the aggregate of the copying that might be done in libraries, they are "high
profile sharers" and copyright holders watch them carefully to ensure that they
stay within the law."5 4
The Association of Research Libraries (ARL) has developed a statement called
FairUse in the ElectronicAge: Serving the PublicInterestthat was adopted in the mid1990s. 55 It specifies what members of the public have a right to do without
infringing copyright:
(a) [1] o read, listen to, or view publicly marketed copyright material
privately, on site or remotely; (b) [RIO browse through publicly.
marketed copyrighted material; (c) Mo experiment with variations
of copyrighted material for fair use purposes, while preserving the
integrity of the original; (d) [F]o make or have made for them a first
generation copy for personal use of an article or other small part of
a publicly marketed copyrighted work or a work in a library's
See Boucher, spranote 122, at 99.
Ann Bartow, Librariesin a Digital and Aggressive# Copyr'ghted World- Rrtaining PatronAccess
Tbrugh Changing Technologies, 62 OHIO ST. L.J. 821, 824 (2001).
152
153

154 Id.at
155

824-25.

Association of Research Libraries, at http://arl.cni.org/info/frn/copy/fairuse.html

(last

modified Aug. 16, 2001). The following library associations also adopted this statement: The
American Association of Law Libraries, American Library Association, Medical Library Association
and Special Libraries Association.
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collection for such purpose as study, scholarship, or research; and
(e) [TIo make transitory copies if ephemeral
or incidental to a lawful
6
use and if retained only temporarily.s

This document posits that nonprofit libraries should be able to undertake certain
activities on the part of their clientele without infringing copyright. Such activities
would include preserving copyrighted materials by electronic means and providing
copies through interlibrary loan. Moreover, libraries should not be liable for the
actions of their users after they post the appropriate notices on unsupervised

reproduction equipment." 7
In 1994, ARL adopted IntellectualProperty: An Association of Research Libraties
Statement ofPrincioles,a statement in response to the White Paper that affirms the
rights and responsibilities of the research library community in copyright.' The
most important of these is that copyright exists for the public good and
concomitantly that fair use must be preserved in the developing information
infrastructure. Federal government works should remain free of copyright
restrictions. The document also states that licensing agreements should not be
allowed to abrogate either fair use or the library exemptions provided in the
Copyright Act."9 At the same time, it recognized that librarians and educators
have an obligation to educate the users about their rights and responsibilities
under intellectual property laws."W
By 1999 ARL restated some of these values in a document called its Keystone
Principles,"' which is a slight change over earlier statements. For example, access
to information is now identified as a public good.'62 This is a recognition that
information is often created by academic authors and institutions or public
institutions. The public interest is served by having this information available.

156 Id
157 Id
155 See Report

of the Working Group on Intellectual Property Rights, Intellectual Property and

the National Information Infrastructure (1995), avadlable at http://www.uspto.gov/web/offices/
com/doc/ipnii/ipnipdf. See alko Association of Research Libraries, at http://arl.cni.org/scomm/

copyright/priniples.html.
159 Id
160 Id

161See Association of Research Libraries, at http://www.ar.org/training/keystone.html (last
modified Oct. 9, 2002).
162Id The other two principles are (a)the need for bias-free systems and for libraries to create
these new systems and (b) to affirm the idea of the library as a nexus for learning and the sharing of
knowledge. One could argue that access to information is seriously jeopardized by the anticircumvention provision.
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ARL believes that commercial enterprises have disrupted the public availability
of such information through pricing policies, licensing items, and the like.' 63
Clearly, section 1201's anti-circumvention provision is contrary to these goals
and principles highlighted by library associations on behalf of libraries and the
users of library materials. Some of the issues raised in the general critique section
also apply to libraries and library users. Other issues are quite unique.
A. WHAT IF A USER CIRCUMVENTS?

Consider the situation of an academic library that acquires a digital work and
pays for access for its users. The terms of access specify that an individual patron
may access the work only one time within a thirty-day period. Suppose that a
patron accesses the work in the library and makes use of the work, but in doing
so manages to disable the limitation on repeated use as it applies to her. A good
example would be an e-Book that has to be read on the Adobe E-Book Reader.
In removing the control that restricts the number of uses per individual patron,
the user has circumvented the access controls applied by the copyright holder.
Under the terms of section 1201, certainly the individual is liable for the act of
circumvention.
But is the library also liable? After all, it is through the library that the user
was able to obtain initial access to the work, and it was through the libraryaccessible copy that the user disabled the control technology. In no way did the
library benefit from the activities of the user, and yet, the library provided the
entry point to the controlled copyrighted work. Consider the following situation:
Assume that the work is software for which the library has acquired access, and
the user is a scientist who engages in reverse engineering. Would the library incur
liability for this act? Under the library exemptions found in section 108 of the
Copyright Act, libraries are generally not responsible for the infringing acts of
their patrons if the library satisfies the statutory conditions.'" For example, if the
library provides unsupervised reproduction equipment, the library is required to
post a notice on the equipment that alerts library users to the fact that works may
be protected by copyright. 6 s Section 1201 contains no such requirement of
notice or any language that would exempt a library from liability for the act of a
library user who circumvents technological access controls on a work that the
library makes available to the user. On the other hand, it is contrary to the spirit
of the Copyright Act and the library exemptions to create strict liability for
libraries based on the actions of their patrons for acts of circumvention.

163id
164See

16517

17 U.S.C. § 108 (2000).
U.S.C. § 108(0(1) (2000).
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Should it make a difference if the patron were able to remove access controls
entirely so that any subsequent user of the library's digital copy of the work no
longer had any restrictions about the number of uses within thirty days? Is this
more beneficial to the library? Perhaps so, if it means that the user community
for one academic library has greater access to the particular digital work than do
users at other academic libraries when both libraries paid the same fee for the
access.
If the library does incur some liability, is it as a contributory infringer?
Contributory infringement is defined as when one contributes to the direct
infringement of another, but, before there can be contributory, there must be
direct infringement. Contributory infringement requires that the secondary
infringer either know or have reason to know of the direct infringement. Another
frequent requirement for contributory infringement in copyright is material
contribution to the direct infringement. It may also involve active inducement for
direct infringement."' If the library provides access to the work to which access
controls have been applied by the copyright holder and a library user circumvents
the technology, clearly there is direct infringement on the part of the user. Did
the library provide the means for the act of circumvention?
Or is the library vicariously liable for the circumventing acts of its patrons?
Vicarious liability evolved from the doctrine of respondeat superior which states
that employers can be held strictly liable for torts committed by their employees
within the course of their employment. Employers are viewed as having
supervisory authority over167employees and therefore an employee's acts are
attributed to the employer.
Section 1204 does not mention liability for anything other than direct
infringement, but neither does section 504, the regular damages provision of the
Copyright Act, and yet courts have repeatedly found contributory and vicarious
liability for copyright infringement. Further, section 1201(c)(2) states that
"[n]othing in this section shall enlarge or diminish vicarious or contributory
liability for copyright infringement in connection with any technology, product,
service, device, component, or part thereof."1 6 Thus, a library could be
contributorily and vicariously liable. Clearly, if it is a library employee who
commits the act of circumvention within the scope of her employment, then the
library would be vicariously liable. It is less likely to incur vicarious liability for
acts of patrons even though a library could exercise some supervision over the use
of digital materials by patrons.

'6 See MELVILLE B. NIMMER & DAVID NIMMER,

(2002).

167 Id S

3 NIMMER

ON COPYRIGHT

§ 12.04[A]121

12.04[A1[l ].

16817 U.S.C. § 1201(c)(2) (2000).
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Should courts determine that libraries may incur liability for circumvention
acts of their patrons who are using library acquired digital works, what responsibility should the library have to supervise a patron's use of the material to ensure
that he does not circumvent the access controls? Such supervision certainly flies
in the face of long-held principles that users of library materials should be able to
use them in private. It is unthinkable that the law would impose a duty on behalf
of libraries to look over the shoulder of their users to ensure that they are not
violating section 1201. It is possible that to guard against liability, libraries might
be forced to examine digital works when the patron has finished using them to
ensure that access control mechanisms are still in place. Again, this would place
a heavy burden on libraries.
B. CONTINUING ACCESS

Is there any way to ensure that works acquired by libraries to which technological access controls have been applied offer continuing access other than by
negotiating licenses that so provide? For libraries, it is imperative that continuing
access be provided with reasonable terms. This envisions the ability of a library
to negotiate reasonable terms to ensure continuing access to works with
circumvention controls. What constitutes reasonable continuing access for one
library may not work for another library. For example, for library A, it may be
essential that each individual user be able to access the protected digital work
repeatedly for the purpose of scholarship and research. For library B, a single
access per user may be adequate. While this could be managed through DRM, it
might also be managed by technological controls. However, it is more likely to
work best for libraries when there is a negotiated license for digital products.
Libraries that need greater access should be willing to pay for this access. 69 On
the other hand, "[l]icensing reconfigures digital information as a service rather
than a product, potentially subject to use restrictions or even reclamation, and
seemingly immune to public policy considerations imbedded in copyright law,
such as fair use and section 108 rights and privileges."' 7 Moreover, licensing
threatens to compromise a user's access to libraries' materials in ways not possible
in the analog world."'

69 See Michael Landau, Has the DigitalMilknniumCopyightAct Real# Createda New Excluswe Right
ofAccess?: Attempting to Reach a Balance Between Users'andContent Providers'Rigbts, 49 J. COPYRIGHT
Soc'Y 277, 291 (2001).
170 Bartow, supra note 153, at 828.
171 Id at 829.

Published by Digital Commons @ University of Georgia School of Law, 2003

29

Journal of Intellectual Property Law, Vol. 10, Iss. 2 [2003], Art. 6

J. INTELL PROP.L

[Vol. 10:269

Clearly, if the continuing access fails, under the Librarian of Congress'
rulemaking, the library could circumvent the controls to ensure proper
operation.172 This would now be permitted under the Act.
C. BROWSING

How can browsing be preserved? Or is browsing a type of use that can be
controlled technologically? Some argue that browsing through materials on the
Internet is not the same as browsing in the analog world. One writer noted that
"[b]rowsing through pages or images on the Internet is subjectively quite distinct
from buying and owning a book or a record.... "" But is it different from going
into a library which has acquired a copy of a work and makes it available for
access by the public and for browsing?
Perhaps browsing is different when one is talking about the digital equivalent
of turning pages of the content of the work. But what about an index or table of
contents to the digital work? Should the index or contents page not be made
available for browsing before one "enters the work"? On the other hand, it could
be argued that searching the contents by keyword is actually using the work, as
opposed to browsing in order to determine whether the work contains information that would be useful to the patron.
D. FAIR USE

How can fair use be preserved when the statute creates a cause of action for
circumvention of technological controls that is separate from copyright
infringement? The fair use exemption is a bedrock principle of American
copyright law and libraries traditionally have provided access to materials either
directly or through interlibrary loan that scholars and researchers use in order to
exercise the fair use privilege.
[W]ithout an appropriate fair use limitation, the access right under
more than such a component. It becomes instead
an Uber-copyright law, rigid as to specified exceptions, and
therefore freed of further inquiry into the balance of copyright
owner rights and user privileges that the fair use doctrine-and the
general structure of copyright law-require. 7 '

§ 1201 becomes

172See supra note 96 and accompanying text.
173Lastowka,
''

supra note 143, at 299.
Ginsburg, supra note 4, at 17.
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As librarians have repeatedly argued, how can one make fair use of a work
unless access is obtained? If the initial access was lawful, then repeated access to
make a fair use should be permitted. The problem with arguing for fair use in this
context is that it may really be an argument for an exception for fair access. If the
user is making a transformative use of a copyrighted work, this would qualify as
a fair use if the work had no access controls applied to it. Once the work is
encumbered with technological controls, it could be argued that the use should
still be considered to be a fair use if it qualified for such absent access controls.'
ProfessorJane Ginsburg argued that "[in theory, access controls are designed to
protect a business model based on price discrimination according to intensity of
use; they are not intended to prohibit scholarly or critical examination of the
works themselves."' 76 Yet, if printed versions of works disappear and works are
available only in digital format with access controls, the threat to fair use will not
be speculative.'
The call by librarians to permit circumvention once lawful initial access has
been obtained may be increasingly necessary. For example, note the restrictions
contained in the permissions on the E-Book version of Aice's Adventures in
Wonderland,7 ' originally published in 1865, and thus long in the public domain.
In fact, the text for the E-Book was obtained from Project Gutenberg.'79 The
restrictions contained in the work include no printing, no copying to the
computer clipboard, no lending of the book to someone else, and most
ludicrously, "Mhis book cannot be read aloudl'"l'
E. LOCKING UP PUBLIC DOMAIN MATERIALS

The lifeblood of many publishers has been the repackaging and selling of
public domain works. The question of whether section 1201 prevents the
circumvention of technological controls applied to such works has not been
clearly answered. The language of the statute in (a)(1) relates to materials that are
protected under the Copyright Act, which naturally would exclude public domain
materials. Some writers argue that it should be permissible to circumvent
technological access controls applied to public domain works. This breaks down,

"

Id at 16.
Iu
177 Im
"' Originally published in 1965 by Macmillan & Company, London, and in 1866 in New York
176

by D. Appleton & Co.
9 See infra note 190 and accompanying text.
IS0 Http://www.pigdogs.org/art/adobe.
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however, when the work contains a mix of original and public domain
materials.'
As the federal government contracts out various studies and reports, it is
possible that even these works will be copyrighted despite the fact that they are
produced with public funds. The anti-circumvention provision, as applied to
these works, is of particular concern since such publication may be available only
in digital format to which access controls have been applied. In other words, the
"single source" problem.
The concern about locking up public domain materials is gaining ground
internationally as well. Unesco's draft recommendation on Multilingualism and
Universal Access in Cyberspace contains the following statement:
Member States should work to ensure that the principle of fair use
is not weakened through inappropriate use of technical means to
restrict access or ensure security. In particular, Member States are
encouraged in their national and international deliberations on
intellectual property laws to ensure free access to public domain
information (such as statistical, regulatory, environmental and
safety-related information) which is essential for citizens in a
82
modem democratic society.
ProfessorJane C. Ginsburg expressed concern about technological measures
that package public domain materials and other uncopyrightable material along
with copyrighted content. This could be done by encrypting the entire work, and
thus the public domain material would also be unavailable. She notes that such
an outcome would be totally contrary to the intent of Congress. To avoid this
result, she suggested that the following class of works might be exempted under
section 1201 (a)'s rulemaking provision:
Compilations and other works that consist of or incorporate works
or materials in the public domain, unless the compilation or other
work is marked in such a way as to identify the public domain
components, thereby permitting the circumvention of any technological measure that controls access to the public domain components. 83

181 See Landau, supra note 169, at 302-03.
182 http://www.unesco.org/webworld/.
183 Letter fromJane C. Ginsburg, Copyright

law professor, Columbia University School of Law,
to David Carson, General Counsel, U.S. Copyright Office (June 11, 2000) (post-hearing comment
on Exemption to Prohibition on Circumvention of Copyright Protection Systems for Access Control
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F. THE DIGITAL DIVIDE

A pay-for-view world certainly has the potential to reduce or even eliminate
digital piracy, but it would also extend the digital divide. Access to materials for
the poor would be reduced. Libraries have traditionally ensured access for the
disenfranchised, yet pay-for-view may change all of this.""
While libraries and entities that fund these libraries could provide sufficient
funding so that access to pay-for-view materials is not problematic for any user,
the reality in times ofincreasing information and decreasing library budgets means
that universal access is unlikely to occur. Therefore, it is very likely that some
individuals will be able to fund directly their own access to this pay-for-view
material, but many others will have to rely on whatever access a library can
provide. This may well mean that the availability of information to the poor and
other disenfranchised individuals will decrease thus further dividing the world into
those who can afford access and those who cannot.
G. EXEMPTIONS FOR DISTANCE EDUCATION

On November 2, 2002, the president signed the TEACH Act' which
amended Section 110(2) of the Copyright Act and provided a broader exemption
for the performance and display of copyrighted works in the course of educational transmission."" TEACH contains two provisions that refer to the anticircumvention provision. For example, accredited nonprofit educational
institutions may digitize analog works in the portions permitted by section 110(2)
of the Act in order to use them for distance education via digital networks if the
publisher has no digital version available. Institutions may also digitize analog
works if the digital version that the publisher has available has technological
controls that prevent its use for distance education by access controls or the
like.' The second provision regarding anti-circumvention in the TEACH Act
places a requirement on the institution that is availing itself of the exemptions
provided in the Act that it not interfere with technological measures used by the
copyright holder to prevent retention and unauthorized dissemination."8 8

Technologies), available at http://www.copyright.gov/1201/post-hearing/ginsburg.pdf (last visited
Feb. 2,2003).
'

See Foley, supra note 7, at 383-84.

TEACH Act, Pub. L No. 107-273, 116 Stat. 1758 (2002).
" For a detailed treatment of the TEACH Act, see Laura N. Gasaway, Distance Learning and
Copyright:An Update, 49J. COPYRIGHT Soc'Y U.S. 195 (2001).
t S. REP. No. 107-31, at 14 (2001).
18s

' '

TEACH Act § 13301.
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H. BUNDLING

Many publishers have developed models for libraries that require the purchase
of unwanted items in order to acquire access to content that is desired. Several
years ago journal publishers such as Elsevier mandated that libraries subscribe to
the printed versions of their journals before electronic access to the same content
would be permitted. This is a type of access control, although perhaps not a
technological one. Today, publishers have developed other so-called "bundling"
packages that require libraries to acquire a package of content as opposed to the
titles of the works in which they are interested. These are protected by access
controls in the form of passwords. Thus, a library's only choice is to take the
unwanted content in order to acquire needed access or fail to provide access at all.
This causes budget as well as access concerns for libraries.
I. POTENTIAL FOR SUBSTITUTING FREE CONTENT

Libraries are already experiencing a trend on the part of users to substitute free
content on the web in the place of expensive, access restricted content. Often,
the content is the same, but the commercially published content may have
important features that are not present in the free source. An example is legal
information such as court reports, statues, etc., which have long been included in
commercially produced databases. There are now other alternatives to the
expensive commercial computer assisted legal research databases, LEXIS and
Westlaw, and their restrictive license agreements.' 89 Many library users are relying
on the free websites that also contain the same official court reports, statutes, etc.
Despite the lack of special features offered by the commercial services, even some
law firm users are relying on free material on the web in order to avoid the high
fees charged by LEXIS and Westlaw. Further, new citation formats that have
been proposed for citing online legal materials actually erase the difference
between the commercial and free sources for this material. Members of the
public are also increasingly turning to this free content.
A variety of online publishing efforts are putting free content on the web that
can substitute for commercially produced works with access controls. Project
Gutenberg is an excellent example. It is the oldest producer of free electronic
books, which also includes music. There are now over 5000 eBooks available for
viewing through a web browser or downloadable to a computer. Most eBooks
are in plain text, but many are also in other formats including HTML. Further,
there are also compressed (zipped) versions of most files available. The contents
189 See Jennifer

Batchelor, BooLean for Dollars. Lanyrrs Can Use Web to Researchfor Cientr,THE

LEGAL INTELLIGENCER, Oct. 11, 2002 (explaining the costs of electronic versus printed libraries).
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are searchable by author, title, subject and language." 9 Another such project is
"ibiblio," a project of the University of North Carolina-Chapel Hill and the Center
for the Public Domain which, bills itself as a "conservancy of freely available
information, including software, music, literature, art, history, science, politics, and
cultural studies."'" It is a collection of contributor-maintained collections on the
web which uses the open source model to "encourage users to help shape the way
information is managed and accessed in the 21st century."' 19 2 ibiblio is a collaborative project with several components identified as: (1) expanding and improving
the distribution of open source software, (2) continuing the University of North
Carolina's programs to develop an online library, (3) hosting and fostering
projects that expand transparency and openness into new areas (4) creating,
publishing and distributing research on open source communities, and (5)
expanding and improving the creation and distribution of open source software.'93
The success of ibibio is reflected by the fact that it receives over three million
information requests daily.' 94

An important free source for free access to scientific articles is PubMed
Central, which may be described as a "digital archive of life sciences journal
literature" managed by the National Center for Biotechnology Information at the
U.S. National Library of Medicine.' It was established to provide barrier-free
access to primary research reports in the life sciences. Additionally, it serves as
a host for scientific publishers and organizations to archive, organize and
distribute their research articles at no cost to the user. The archiving of this
material will guarantee availability to researchers in the future. Copyright in the
individual items remains with the publisher, author, or the society. Both peerreviewed and nonpeer-reviewed reports and articles are accepted, but the contents
are clearly marked to indicate the peer review status of an item. PubMed Central
also has relationships with foreign learned societies and repositories. Any journal
currently indexed by the major abstracting and indexing services is eligible for
inclusion in PubMed Central along with those that have on their editorial boards
at least three scientists who hold research grants from major funding agencies.'96
The Budapest Open Access Initiative (BOAI) has also attracted a good bit of
attention. It arose from a 2001 meeting of the Open Society Institute. The aim
of the gathering was to hasten the "progress in the international effort to make
190See http://gutenberg.net/. For an alphabetical list of titles set
http://www.es.embnet.org/
Doc/Gutenberg/.
19'Http://www.ibiblio.org/about.html (last updated Feb. 1, 2003).
192Id.
193Id.

19 See http://www.ibiblio.org/about.html.
'95See http://www.pubmedcentral.nih.gov/.
" See http://www.pubmedcentral.nih.gov/about/pubinfo.htm.

Published by Digital Commons @ University of Georgia School of Law, 2003

35

Journal of Intellectual Property Law, Vol. 10, Iss. 2 [2003], Art. 6

J. INTELL PROP.L

[Vol. 10:269

research articles in all academic fields freely available on the Internet."' 97 The
result of the meeting was the BOAI, which represents statement of principle,
strategy, and commitment.'98 Signatories to the BOAI include hundreds of
individuals and organizations worldwide who represent "researchers, universities,
laboratories, libraries, foundations, journals, publishers, learned societies, and
kindred open-access initiatives."'' " The BOAI states that those works that
"scholars give to the world without expectation of payment" should be freely
accessible online without cost to the user.2 '9 The BOAI recognizes that scholarly
authors have rights and concerns about open access."' It suggests that the only
constraint on reproduction and distribution of these scholarly works should be
author control over the right to be properly acknowledged and cited. 2 Ajanuary
2002 BOAI press release contained the following statement:
An old tradition and a new technology have converged to make
possible an unprecedented public good. The old tradition is the
willingness of scientists and scholars to publish the fruits of their
research in scholarly journals without payment, for the sake of
inquiry and knowledge. The new technology is the internet. The
public good they make possible is the world-wide electronic
distribution of the peer-reviewed journal literature and completely
free and unrestricted access to it by all scientists, scholars, teachers,
students, and other curious minds. Removing access barriers to this
literature will accelerate research, enrich education, share the
learning of the rich with the poor and the poor with the rich, make
this literature as useful as it can be, and lay the foundation for
uniting humanity in a common intellectual conversation and quest
for knowledge. 3
The Creative Commons is an entity that assists authors and others either to
put works into the public domain or make them widely available through
licensing. It is a nonprofit organization that is working to develop alternatives to
the type of "grab" of rights that many commercial publishers and producers have
claimed. The idea is to establish some alternative approaches to licensing that will
197Budapest Open Access Initiative, available athttp://www.soros.org/openaccess/ (last visited
Feb. 10, 2003).
198 U

1

ld

200See http://www.soros.org/openaccess/reads.html.
201Id
202Id

o See http://www.carl-abrc.ca/projects/scholarly/boai/press-release-e.htm.
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produce income for the copyright holder but will encourage contributions to the
public domain. The assumption is that there are many creators who will welcome
the exposure and benefits they will gain from putting their works in the public
domain.' The Creative Commons has recently developed prototype or "custom
licenses" as online forms or templates, which can be filled out by creators without
the assistance of an attorney. Available at no cost, creators will be able to select
from a variety of license terms to ensure retention of copyright for the creator,
but which might grant broad rights to the public to reproduce, display, distribute,
etc. Other terms might include requiring proper credit for using the work, not
permitting derivative works, and the like.2"5
There are other free license projects such as Open Audio and Free Art
Licenses. The Electronic Freedom Foundation (EFF) recognized that the sharing
of information and works on the web benefited both the creators of these works
and the public generally. EFF benefits creators by enabling them to build on
others' ideas. Based on the open source software initiative, the Open Audio
License provides the same type of freedom and access to music; therefore, "[i]t
allows artists to grant the public permission to copy, distribute, adapt, and publicly
perform their works royalty-free as long as credit is given to the creator as the
Original Author.""2 6 The purpose is to foster collaboration so that artists can
build on each other's works. It benefits the public because it makes available to
them new music and permits them to connect directly with artists as well as
encourages the distribution of music. This will add value to the musician's
reputation."°
The Free Art License was developed by a French group that permits users to
use works of art freely while still respecting the rights and interests of the original
artist. According to the website, the license does not ignore author's rights but
instead reformulates them to make it possible for the public to use creative works
of art. Current copyright law restricts public access to works of art; the goal of
the Free Art License is to encourage such access. The license has several goals:
to make works of art accessible, to authorize use by the greatest number of
people, to use the work in order to increase its use, to establish new conditions
for creation, and to respect original artists and defend their moral rights. The
license encourages the continuation of experimentation that many contemporary
artists undertake. The website states that "[t]his is the basic aim of this Free Art

Stehttp://www.creativecommons.org/.
s See http://creativecommons.org/license/.
Electronic Frontier Foundation: EFF Open Audio License, available athttp://www.eff.org/
IP/Openicenses/20010421_eff-oaLl.O.html.
' See id
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License: to promote
and protect artistic practice freed from the rules of the
' °
market economy.
It is important that creators and users have these alternatives. Access controls
are likely to cause users to seek free content in even greater numbers. Thus,
publisher behavior in locking up content may actually drive users to use alternate
sources even when those sources lack some of the special features that the
technologically controlled digital works possess.
V. CONCLUSION

Certainly, the DMCA's anti-circumvention provisions has significant
problems, not the least of which is the fact that each type of technological control
has been compromised, and often fairly easily."3 Not only this, but the history
of this country has an excellent example of attempts to lock up a product that the
public wanted, and those attempts failed miserably. The 1919 18th Amendment
to the U.S. Constitution made it illegal to be engaged in the manufacture, sale or
transportation of alcoholic beverages, and yet manywho lived through those years
claim that alcohol flowed more freely than ever before. More prohibition did not
stamp out the speakeasy and illegal stills, nor solve the problem; in fact, it may
have even increased their numbers. The public did not accept prohibition, and
it was repealed with the 21st Amendment in 1933. Further, prohibition increased
the span and control of organized crime in this country. Should the country not
have learned from this experience that prohibiting conduct that the majority of
the public approves simply does not work?
Some writers complain that the provisions which prohibit the sharing of the
means of circumvention is dangerously close to restraints of speech. Also, it is
only within the entertainment industry that access controls enjoy popularity.
Many users of digital works feel somewhat cheated because of the promise that
if anti-circumvention legislation were provided, publishers and producers would
rush to make digital content available. The popularity of Napster indicates that
this simply has not occurred. The move to lock up content on the Internet
overlooks a central factor: the very reason that the Internet enjoys such
popularity is because so much material is available and access to that material is
free.21 One writer noted that "[f]ree access content has been the driving force
behind the popularity of the Web."2.. Yet, section 1201 does not envision artists,
musicians, photographers and other creators of copyrighted works making their

20 See http://artlibre.org/licence.php/lalgb.html.
209See Lastowka, supra note 143, at 310.
2o Id at 310-11.
211 Id at 312.
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works available to the public for free. Certainly, publishers and producers should
be free to protect their content on the Internet, but there should be no assumption that those who want to distribute their works for free should be prohibited
from doing so. It can be argued that free access is a public good, and the law
should be amended to reflect an interest in free access as well as in access
controls."'
Content providers promised that a wealth of new digital products would
follow the enactment of the anti-circumvention provisions, but this has not
occurred.'
One might ask why. Is it because technological protections do not
give adequate assurance that digital works cannot be copied? Or is it because
access controlled works are simply not acceptable to the public?
The problems that access controls will cause to libraries and to the users of
library materials are myriad. Libraries that acquire access for their users to works
with technological access controls will face difficult management issues, especially
for users who need remote access. For example, how can it be made clear to
users what the access controls mean? How can such controls be managed? Will
libraries have to create internal databases just to manage such works since the
access controls are unlikely to all be the same? There are current problems with
managing passwords and authenticating users for access even to licensed works
when the restriction is by IP address. Many of these problems will carry over to
managing access controlled by technological means beyond passwords. Does the
management of these works mean that libraries will have to maintain the same
level of control that publishers impose in order to avoid liability? What happens
if there are mistakes? What liability will the library incur?
The traditional rights under copyright have not contained an access right.
Perhaps it really boils down to "acceptable public use of materials."2 4 Thomas
Heide argues that "[i] f the concept of the public access library is worth preserving
it would be good to revise our copyright law to reflect this belief."2 1 There is also
a concern about whether the anti-circumvention provision conflicts not only with
basic copyright principles but with the copyright law itself. Professor Ray
Patterson states that the ultimate irony is not that the DMCA conflicts with the
Copyright Clause of the Constitution, but instead that it violates section 102(b)
of the Copyright Act. Section 102(b) denies copyright protection to any
"procedure, processes, system, or method of operation." Is not the anticircumvention provision exactly procedures, process, systems and methods of

212

Id at 320-21.

SeeJessica Litman, Electronic Commerce andFreeSpeech, 1J. ETHICS & INFO. TECH. 213 (1999),
available at http://www.law.wayne.edu/itman#recent.
213

224Heide, supra note 19, at 364.
21s

Id at 331.
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operation?2 16 Moreover,
"[clopyright is not intended to regulate the market for
217
electronic locks.

It is important for the legal system to adjust to new technologies and new
markets; it should do so, however, without destroying the fundamental principles
of copyright law. The law should give incentives to authors and creators so that
they continue to produce copyrighted works, which may mean giving them
reasonable control over the work. At the same time, the public's interests must
be balanced, especially the interest in research and education, but also access to
information. 21' Publishers and producers have successfully convinced Congress
that access controls on digital works must be protected, even to the extent of
criminalizing the act of circumvention to make a fair use of the underlying
copyrighted work. The question of whether society wants an access right on
219
behalf of copyright holders is ultimately a political rather than a legal argument,
but the Copyright Clause should be considered and the goal of learning promoted.
In the words of Professor Patterson and Lindberg, "[tihere is a vital link between
liberty and learning. Preserving the integrity of copyright law-including its law
of users' rights-is critical to our free society."'

216

See L. Ray Patterson, The DMCA: A Modern Version of the LicensingAct of 1662, 10J. INTELL

PROP. L. 1, 34 (2002).
17 Posting of Dennis S. Karjala, to Cyberfraud listserv (Dec. 10, 2002).
218See World Intellectual Property Organization, Intellectual Property on the Internet: A Survey
of Issues 45 (2002), available at http://ecommerce.wipo.int/survey/html/3.html#3a.
219 See Hoeren, sura note 17, at 355.
220 PKITERSON & LINDBERG, supra note 12, at 241.
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